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CAJBEP PATOBAIBE - HOBU BUTOBI
CYKOBA Y MEHBYHAPOJHOM IIPABY!

Aucimpaxin: Vaxo je paili kao waxae 3abparer Ilosewom Yije-
JUrbeHUX HAUUja, C6egoyUlU cMO ga U gae gonasu go OpyHanux cykooa.
Pazeojem iliexronoiuje gonasu go ojase Ho8UX 8Ugosa cykoba, Koju go
ipe Aap geyenuja HUCy MOIIU HU ga ce 3amucrie. Y 060m pagy ce Upuxa-
3yje cajbep paiiosare KA0 HOBU HAYUH PATiosara y mehyHapogHom
ipasy, kao u xaxea je molyhHocii dpumene docitiojehiux apasuna mehy-
HapogHOT XymanuilapHol ipasa Ha o06e, HOBe 6Ugose cykoba usmehy
gprasa yHymwap camux opyxanux cykooba. Yiopehyje ce cajbep paitio-
arve ca KIACUMHUM OPYHAHUM CYKOOUMA U U H0CiTia6/ba ce Uuitiare ga
71U je 8peme 3a usmeHy tioctiojehiux unu goHouierve HosUX tipasuna. Ana-
JU3UPa ce Hojam cajbep HATAGA U WA HUHU PAgby u3epuierba. 3attium,
Ha Kpajy ce epuiu ananu3a Koneenyuje o 6UCOKOTEXHONOUAKOM KPUMU-
Hany, Koja je goxeiia iiog okpumem Caseitia Espoiie 2001. iogune, xao
u wenux Ipottioxona u Tanunckol Upupy4HuKa, Koju ce 0gHOCU Ha Caj-
bep paitiosarwe U KOHAYHO, AHANIU3A CIy4djeéa U3 ipaxce, Kako Ou ce
U36€0 3aKwy4ax ga n1u je mehyHapogHo ipaso Ha goopom Wyimy xa peiy-
JIUCADY, A CAMUM THUM U HAGAJMO ce, CTpeuasarvy, 06Ux cykooa.

Kmbyune peun: cajéep paroBu, opykaHu cyko6m, mehyHa-

POAHO XyMaHMTapHO NpaBo, KOHBeHIIMja 0 BUCOKOTEXHOTOUIKOM
KpuMmHainy, TanmHCKN NIPpUPYIHUK.

1. YBO[

[TojaBOM HOBMX TEXHOJ/IOTHja HEKJ CETMEHTM KMBOTA jeCy OaKIIaHm, Mehy-
TVM, HOBa OTKp1ha ¥ HOBe TeXHOJIOTHje ce HeKajja Mory U 3noynorpebutn. Kao

Vcrpaxupaunna npunpasauna y VInctuTyTy gpymrsenux Hayka y beorpagy, ORCID:
0009-0002-3157-515X, andjelija.stevanovic21@gmail.com.

1 Papje nanucan y oksupy Ilporpama ucrpaxmupama VIHCTUTYTa IpYIITBEHUX HayKa
3a 2024. roguHy Koju nojp>xaBa MMUHMUCTapCTBO HayKe, TEXHOIOUIKOT Pa3Boja 1 MHO-
Banuja Peny6rke Cpouje.
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TO je AaBHMX faHa Angpen Hoben cBoj M3yM — AvHAMUT HaMeHNO 3a IOTpebe
PYAApCTBa, IPYIITBO je Taj M3yM 04O ia KOpUCTH (OfHOCHO 3/10yIIoTpeb/baBa),
360r cBOje pasopHe Mohu, ¥ IpUINMKOM paToBama. Jlanac MoxkeMo pehu ma
VIMaMO CIMYHY CUTYalijy, ca II0jaBOM KOMIIjYTEpCKUX CUCTEMA U UHTEPHETA,
TI0jaBIJIN CY Ce ¥ HOBM Ha4MHY Jja Ce TU CUCTeMI UCKOPUCTe Y CBpXe KojuMa He
6u Tpebano ga cayxe. Vako cy mpegHOCTM MHTEPHETa TO/MUKE [a Ce He MOTy
yIopeauTy ca 6110 KojuM IpyTUM ,U3yMOM " [IO Cajia, jaBuIe Cy ce u ogpehene
JIOIIe CTPaHe TOTAJTHOT YMpeXkaBarma CUCTeMa, JbyAM U p>KaBa. YIIpaBo 360r
TOTa IMaMoO jef{Hy IIapaJoOKCa/lHy CUTAyLijy: CaBpeMeHe TeXHOJIOTHje CTBapajy
HoBe MoryhHOCTH, KOje jefHaKO KOpMCTe U M3BPIINOLY KPUBUYHUX Jie/ia 1
areHIyje 3a CipoBoberme 3aKOHa, CaMo Y CYyIIPOTCTaB/beHNM nHTepecuma.” ITopen
K/IACMYHMX OPYXKaHMX CyK0o0a, y MOIEPHO BpeMe jaB/bajy TaKO3BaHU cajoep
cyko6u. Vako ce cajbep Hammagy pasnnKyjy of KIacCMYHUX PaTOBA y IPOCTOM
CMICITY LIITO Ce He OANTPaBajy Y CTBAPHOCTI — Ha PaTUILTY, n3MeDy BojHMKa [iBe
ipXKaBe, IOC/eyIle MOTy OMTU NPUOIVDKHO MCTe. VI3 TUX pasjora HeOIXOHO
je aHanMM3MpaTH #a 1 ce nocrojeha mpaswia MehyHapogHOTr XyMaHUTapHOT
IpaBa MOTY IIPIMEHUTH ¥ Ha OBe HOBe BPCTe CYKoba.

Ca apyre cTpase npaBuia MelyHapogHOr XyMaHUTapHOT IIpaBa HacTajIa Cy
U IPUMEBMBAJIA Cy Ce Ha TUIINMYHE Opy>KaHe CYKoOe U TEIIKO MOTY OuTH Ipu-
MembBa Ha HOBe 00/IMKe yrpoxkaBama 6e30eTHOCTY fAp>kaBa. Vmak He 61 6o
VICIIPaBHO TBPAUTY fia Cy ITpaByIa MehyHapogHOr XyMaHUTapHOT IIpaBa Hellpy-
MemlBa Ha cajoep cykobe, a TOrOTOBO ce TO MOKe pelint 3a OCHOBHa Hadesra oBe
pucnmiviee.” Vako caganrma npasuia Mel)yHapoHOT XyMaHUTapHOT IIpaBa He
HOMIBbY TTOCeOHO cajoep paToBarbe, MapTeHCOBa K/Iay3y/ia, IOBe3aHa ca IpUX-
BaheHyM nmpuHIMIIMMa Mel)yaHpOIZHOT XyMaHUTAPHOT IIPaBa, KaXke Ja KaJ TOf
CTame CTBapy Huje IIOKPVBEHO [I06ATHIM CLIOPasyMa, ,, MBI ¥ OOPILIV OCTajy
VICTIOf 3aLITUTE VM ay TOPUTEeTa IPMHIVIIA jypUCIIPy/IeHIIMja KOja IPOU3NIa3u 13
yCTa/beHOT 0014aja, 13 MPUHIUIIA XyMaHOCT! U U3 AMKTATa jaBHA caBecT.!

Crora, MOXeMO IIPEeTIIOCTABUTH fia je cajoep IPOCTOp MOXKe OMTI OCMATpaH
Ha MCTOBETAH HAa4MH Ka0 1 peajiaH IIPOCTOP Y KOMe Ce ONMUIPaBajy Opy KaHu
cyko6u. CBaku 00K paToBarba MOpa OUTH IIOAIOXKAH JOCTUTHY TUM LIVBUINU-
3alMjCKMM HOpMaMa CaBpeMeHOT JbYCKOT IPYLITBa. Te HOpMe Cy yTBpheHe 3ajer-
HIYKM fepuHMCaHUM U TpyxBaheHNM MehyHapoHVM IIpaBHUM aKTUMA, IOIY T
[Toerve YH 1 oHMX KOjU caunmbaBajy Mel)yHapoiHO IpaBo Opy>kaHMX CyKoba.’

2 M. lllukmaH, ,,IpancopmMaTnBHE TEXHOTOIMje ¥ KpUMUHAII (06NN UCIIO/baBakbha U
Mepe cysbujama)®, Tpancopmaitiusne tiexronoiuje: Ilpasuu u eiliuuxu uzazosu 21.
sex 360pruk pagosa, (yp. irop Munnukosuh), IlpaBuu dakynrer YHuBepsnrera y
bamoj Jlyun, bama Jlyka, 2020, 234.

3 B. Munucasmesuh, Meljynapogro xymanuiniapro tipaso, IlpaBuu dakynretr YHusep-
sureTa y beorpany, beorpan, 2024, 205.

4  R.Bokil, ,Cyber Warfare: Taking War to Cyberspace and its Implications for Interna-
tional Humanitarian Law”, International Journal for Multidisciplinary Research, 1/2023, 3.

5  JI. Mnagenosuh, M. Ipakynuh, [I. Joanosuh, ,,MebyHnaponto npaso u cajoep paro-
Bame', BojHo geno, 1/2021, 10.
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VImajyhm y Bupy ma cy oa npasua Beh gyro ycranoB/beHa y MehyHapogHoM
IpaBy U MIMajy CBOjy IPMMeHY IOTPeOHO je aHaMM3uparty Koja mpasnia MehyHa-
POIHOTr XyMaH/TapHOT IIpaBa II03HAjeMO, I JI Cy Ta IIpaBu/Ia pMMe/b/Ba Ha
cajoep Hamaze, ¥ Koja Cy TO IIpaBIIa Koja ce TOCeOHO OfHOCe Ha cajoep paToBambe
u cajbep Hamape.

2. TTIPABVMJIA MEBYHAPOIHOT
XYMAHUWTAPHOTI ITPABA

MebhyHnapogHo XyMaHNTapHO IPABO je CKYII IpaBIJIa KOja, Ca jeflHe CTpaHe,
IIPENICTaB/bajy ONTUMA/IHO PEry/IMCatbe 3aXTeBa PAaTHOTr LM/ba U HAYesIa, I C ipyre
CTpaHe, Hadesla 1 IpuHImIe XyMaHocTi.’ [TpaBuma MehyHapongHor XxymMmaHuTapHOT
TIpaBa Cy jeffHa Off HajCTapyjuX IIpaBIIa KOja Cy HacTama y MehyHapogHOM 1paBy.
AKo ce >Ke/u IPaTUTK Pa3sBOj XyMaHUTAPHOT IIpaBa Ofj 110jaBe IPBUX HEeroOBUX
06M4ajHNX ITpaBIIa ¥ YCTAaHOBA, OHJIA je OHO BeOMa CTapo 110 CBOM IIOCTAHKY, Te
Ce IEroBO MOPEKJIO MPOTeXKe Ha HEKO/IMKO MIJIEHNjyMa IIpe HOBe epe. Y CBaKOM
CITy4ajy MofiepHO Meh)yHapoIHO XyMaHUTAapHO IIPaBO HACTAJIO jé CPEAVHOM JIeBeT-
HAeCTOT BEKa, a/IVl ler0BO KOpeHe Tpeba TPXXUTH Y Fa/eKoj IPOLIIoCcT.”

C 063upom Ha opeko Meh)yHapogHOT XyMaHUTAapHOT IIPaBa U pa3Boj,
MOXKeMO CI0O0[JHO 3aK/bYUNTH Jja MMa LIMPOKY IIPUMEHY JaHac, Kao U Jja IpaTn
pa3Boj u notpebde gpyursa. [Tlopen 0614ajHNX MpaBwIa MehyHapoRHOr XyMaHu-
TApHOT IIpaBa, HajBOXHMjI MelyHapogHM yroBOpM KOju CITy>Ke Kao ussopu meby-
HAapOJHOT XyMaHUTAapHOT IIpaBa jecy: Xalike KoHBeHIje 13 1907. roguHe®, 3aTum
geTupu JKeHeBcke KOHBeHIMje 3 1949. ropune’ fOHeTe HAKOH 3a0pubaBajyhmx

6  B.Jouunh, Mehynapogro xymanuitiapro apaso, IlpaBuu ¢axynrer YHuBepsurera y
beorpapy, beorpap, 2015, 19.

7 3. Papgusojesub, ,Ilopexno mehynapogHor xymanutapHor mnpasa‘, 360pHuk pagosa
IIpasnoi gaxynitieitia y Huwy, 58/2011, 87.

8 KonBeHumja o 3akoHMMa 1 obu4ajuma pata Ha Konuy (IV Xamka KOHBeHIuja of
1907. rogune), KoHBeHIuja 0 mpaBuMa 1 ZY>KHOCTMMA HeYTPaTHUX CU/IA U JIULIA Y
cny4ajy paTta Ha Konny (V Xauka koHBeHIja of 1907. rogune), KonBenunja o cra-
TyCy HeIpyjaTe/bCKUX TProBadyKux 6pogoBa y moveTky HempujarebctBa (VI Xamika
KoHBeHIMja of 1907. rogune), KoHBeHIUja 0 peTBapamy Tpropaykux 6pogosa y
parte 6popose (VII Xaruka KOHBeHIuja o 1907. roguHe), XalIka KOHBeHIja ox 18.
oxTobpa 1907. ropyHe 0 IIOCTaB/baby Ay TOMATCKIX IOAMOPCKIX KOHTAKTHUX MUHA
(VIII Xamka koHBenuja ox 1907. ropuue), KoHBeHmmja o 6oMbaproBamy of cTpaHe
IIOMOPCKMX cHara y Bpeme pata (IX Xamka kouBeH1uja og 1907. rogune), KonseHruja
o onpebheHNM orpaHuyemuMa Bplileka IIpasa y3anhemwa y moMmopckoM paty (XI Xamka
KOHBeHIMja off 1907. roguHe), KonBennuja o npaBuMa 1 Iy>KHOCTMMA HEYyTPATHUX
IpxaBa y pary Ha Mopy (XIII Xaiuka koHBeHIja of, 1907. ropuse).

9  JKeneBcka KOHBeHIMja 3a TOOO/BIIIAbE IIOJIOXKAja PabeHNKa U OOIeCHIKA Y OPYXXaHIM
cHarama y paty, of 12. aBrycra 1949. roguse (I JKeneBcka koHBeHIuja), Kenescka
KOHBeHI[}ja 3a o0 o/bIlIambe TI0JI0XKaja pPaTHUKA, 60/IeCHMKa U OPOJIOTIOMHMKA OpYKa-
HIIX CHara Ha Mopy, of, 12. aBrycra 1949. rogune (II JKeneBcka koHBeH1Uja), JKeHeBcka
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JlelaBama y TOKy JIpyror cBeTCKor pata, paiyu yHanpebema samnre ofpehennx
mmua u fiBa JJomyHcka mporokona op, 1977. roguse.'® Hopme MehyHapoznHor xyma-
HUTAPHOT IIpaBa HUCY caMo ITyKy oO614aju u rpasuia, seh cy To Hopme unje
THOLITOBabe MPeICTaB/ba IIOHAIIAE Y CKIa/ly Ca IPaBHYMM U MOPA/THIM HauelnMa
U 4yje Kpllemwe IpefcTaB/ba MehyHapogHu 3m04mH. !

JKenescke konBeH1Mje penBubajy ga he ce ogpenbde koje cappsxe npu-
MeVBATH Y CITy4ajeByMa 00jaB/beHOT paTa MM CBAKOT IPYTOT OPY>KaHOT CyKoba
Koju usbuje nsmeby nBejy mwmm Buire Bucoknx cTpaHa yroBopHMKa, YaK U aKO
jemHa off BbUX HMje IPU3Ha/Ia PaTHO CTakbe, 3aTUM Y CBUM C/TydajeBMMa OKyTaluje
Lee TepuTopuje jenHe Bruicoke cTpaHe yTOBOPHMILE MIIM IbEHOT Jiefa, YaK M aKO
Ta OKyIaluja He Hanbe HM Ha KakaB BojHM oTmop.'? [Topey Tora mpensubajy na
axo jemHa of Cua y cyko6y Huje yuecHMK y oBoj Konenumju, Cute yuecHnIie
y KonseHnuju unak he ocratu BesaHe ;ome y cBojuM MehycoOHMM ogHOCHMA.
Oue he nopep; Tora 6utn Besane Kousenuujom mpema toj Cunn, ako ta Cuia
IpMXBaTa U IpUMemyje mbeHe ofpende.”> MoxkeMo ofiMax IPUMETUTH Ja ce
HaBopau ja he 6uTy mpuMeH/pMBe y CTy4ajeBMMa ,00jaB/beHOT paTa MIN CBAKOT
Iipyror opysxanoi (Kyp3uB ayTopke) cyko6a“. OBy pedeHNIly MOXKeMO CXBATUTH
ca jeflHe CTpaHe Ha Ha4MH Jja Cé PaTOM CMaTpa caMo CyKob Koji ce ofurpasa
ynorpeboM opyxja, MehyTum Tpeba umaru y BUAY fa y IepUOAY y KOMe Cy
nucaHe sKeHeBCcKe KOHBEHIIMje MHTEPHET HIfje ITOCTOja0, a CAMMM TUM HU Mfeja
Jla ce Harma/[ MOTY CIIPOBECTY TTOCPEeACTBOM MCTOT. CTOra MOXKeMO Jja 3aK/by4IMO
Jia YKOJIMKO jeIHa ip>KaBa HalaJHe IPYTy IMyTeM cajoep Hamaza (y BpeMe Tpajama
OpY»aHOT cyko6a), TaKaB HaIaJ, MO>KeMO OKapaKTepucaTy Kao cajbep jenHe
ip)kaBe Ha [IPYTY U IpU3HaTK NpaBuIa YKeHeBCKMX KOHBEHIIMja U Y TOM CYKOOY.
ITopen Tora, HarnaleHo je fa cy npasuna JKeHeBCKMX KOHBeHIMja 0OndajHe
Ipupofie 1 fla ce ofHOoCe 1 0b6aBesyjyhe cy 3a cBe ip)KaBe, a He CaMo 3a Ip)KaBe
KOje Cy UX MOTIINCAIe ¥ paTu(uKOoBae — IITO je 3HAYajHO 32 MOIYRHOCT IpuMeHe
OBMX IIpaBUIa Ha cajbep cykobe, jep mocebHa mpaBuia o cajoep paToBamy /10
JlaHAIIBMX JaHa HUCY Pa3BUjeHa y Mepy Y K0joj Cy ocTaa npasuia MehyHapon-
HOT XYMaHUTAapHOT IIpaBa.

ITopen npaBuia MehyHapofHOT XyMaHUTApHOT IIpaBa, Tpeba HOMEHYTI U
ma je y okBupy Caseta Espomne 2001. roguHe ycBojeHa KoHBeHIIMja 0 BUCOKO-
TeXHOJIOIMIKOM KpUMMHay (y fa/beM TeKcTy: KoHBeHIMja) Kao 1 JOIyHCKA

KOHBEHIIMja 0 OCTYNamy ca paTHUM 3apob/peHunmMMa of 12. aBrycra 1949. roguse
(III ’)KeneBcka koHBeHIja), KeHeBCKka KOHBEHIja O 3alITUTH rpahaHCKMX uia 3a
BpeMe paTa of 12. aBrycra 1949. rogune.

10 Jomyncku npoTokon y3 JKeHeBcke KoHBeHIMje off 12. aBrycTa 1949. ropnse o 3amTu-
T )XpTaBa MehyHaponHux opyxannx cyko6a (ITportoxorn I), lomyHCKM IPOTOKON Y3
JKenescke konBeHnuje 8. jyna 1977. roguHe KOju Ce OIHOCK Ha 3aLUITUTY >XpTaBa y
OpYy>XaHUM CyKob1Ma Koju HeMajy mehynaponuu kapakrep (IIporoxon II).

11  B.Jouuuh, op.cit., 270.

12 M. Crapuesuh, M3eopu mehynapogroi xymanuidaproi tpasa — IIpupyurux 3a tipo-
euonanme 6ojHuKe, ipasHuke u akiusucitie Lpeeroi xpcitia, Mehynaponuu Komuret
Lpsenor Kpcra, beorpag, 2002, 1.

13 Ibidem.
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IPOTOKO/IM Ha Iy HellTo KacHuje. OHa oOyxBara 1 ClTydajeBe 3a3BaHe cajoep
HaIla/jyIMa IpeMa [pKaBaMa WIAHNUIAMA, a/iii U IIpeMa JIMIMa Koja Cy Ha BUXO0-
B0j Teputopuju.'* IllTo HaM roBOpY Jia Cy cajbep Hamay IMPeTo3HATH KA0 BaKaH
cerMeHT y MehyHapomHOM mpaBy ¥ f1a TOCTOjV MHMUIIUjAaTHBA 3a PETYIUCambe.
[Topen KonBeHuuje, BakaH JOKYMEHT KOj¥ Ce OFHOCH Ha cajbep paToBame jecte
TanuHCKy OpUPYYHNK, KOjU JOHOCK HELITO LIMPY AUjalla30H IpaBua o cajoep
paToBuma. Ha npumep, oBaj mpupyunuk npepsuba na cy npasuia mehyHapon-
HOT XyMaHUTAPHOT IpaBa MOTIIyHO IIPMMEH/bIBA Ha cajoep cykobe.”” MebyTum,
npob6eMaTiKa KOJ OBOT IPUMPYYHMKA Ce CACTOj! YIIPABO Y HEeroBoj IIPaBHOj
IPUPOJY — TO je IPUPYUHIUK, a He IIpaBHOOOaBesyjyha MehyHapoHa KoHBeHIIja,
CTOTa jOII yBEK y TOM CMUCITY He MOYKe IMPeKTHO OUTU U3BOP IpaBa.

Ha xpajy, anu He 1 HajMame BaKHO, Tpeba ce ocBpHYTH Ha CaBeTOaBHO
Mulbee MehyHapogHor cyna npasjie o HyKIeapHOM OpyXjy, Koje mozceha
fa ce MehyHapoHO XyMaHUTapHO IIPaBO OHOCK Ha CBe OOJINKe paTOBaba I
Ha CBe BPCTe OPY>Kja, OHO 3 IIPOLITIOCTH, OHO U3 CafIallIIbOCTH U OHO 13 Oymyh-
HOCTI.'® VI3 HaBeleHOT BUMMO fla Mel)yHapomHO XyMaHUTapHO IPaBO MOXe
OuTy Mogo6HO 3a MpMMEHY Ha HOBe BpPCTe CYyK00a, a cajoep Halajie MOXXeMO
OKapaKTepUCaTH Kao ,,00/IK paToBamwa 13 OyfyhHOCTI, y KOHTEKCTY LIUTHUpa-
HOT MulUbera MehyHapopHor cyna npaspe, Te 3aK/bydyjeMo Jja ce IIpaBuIa
MebyHapogHOr XyMaHMpapHOT ITpaBa MOTY IPMMEHUTH 1 Ha cajoep Hamaje 1
cajbep parose.

3. IIOJAM CAJBEP HAITAJJA V1 CAJBEP PATOBA

Buie Hero mkajja 3a KOHa4aH ycIleX y paTy CKOPO MOJjeHaKy BaXKHOCT
Kao 1obeysa Ha 60jHOM 1OJbY MMajy ofpebern 06 paToBama, KOju caMu 1o
ceOu He 3Haue IpUMeHy opy)kaHe cuie. Heku meby wymMa HacTanu cy y Haue
BpeMe, yIIOpeJIo ca TEXHOJIOMIKIM U HayYHUM HaIpeTKoM."” YIIpaBo TakaB 00/MK
paToBama je 1 cajbep paroBame — yTeM cajoep Hamaza. Kako 6ucmo Morn
HACTaBMUTY aHA/IM3Y OBUX I10jaBa NOTPeOHO je AeduHMCcaTH [T0jaM cajoep Hamaja
u cajoep patoBama. [Ipopecop MunucaspeBuh HaBoaM Aa je cajoep paToBarbe
»BPCTa HeIpyjaTe/bCKe aKTUBHOCTY IIpefiy3eTa IIPOTUB PauyHAPCKUX MpPeXa,
padyHapCcKUX cucTeMa 1 6a3a MofaTaka ca LubeM Jierpafiuparba WM YHUIITA-
Bama IM/baHNUX crucTeMa . 3Ha4ajHO je a ce caMo cajoep Hamaay Ha LU/beBe
KOjJ HeIIOCPeJHO WM IIOCPEIHO 3aBUICe Off cajbep IMpoCcTopa MOy CBPCTaT! y
nopydje cajoep paToBama. Hamayiu KOHBEHIIMOHATHOM CHJIOM Ha cajoep nH¢pa-
CTPYKTYpPY OO/INUK CY TPaUIIMOHATHOT paTOBaba Koje OCTaB/ba MOCIeAuIe Ha

14 B. Muucasspesuh, op. cit., 208.

15 M. Schmitt, Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations,
Cambridge University Press, Cambridge, 2017, 182.

16 Mebynaponuu cyn npasge, CaBeTOfaBHO MUIUbEIbE O HYK/IEAPHOM OPYKjy, Iapa. 82.

17  Bb. KpuBokamuh, ,,ITojam paTta u caBpemenu parosu‘, FBIM Transactions, 2/2020, 88.

18 B. Mumucasmbesuh, op. cit., 206.

607



608

Ogtoc mehynapogHoi kpusuuHoi u HayuoHanHoi kpusuuHoi ipasa (Tom 2)

cajoep MHPPACTPYKTYpPY U He CBPCTaBajy ce y cajoep paroBame." IllTo Hac
HaBOJM Ha 3aK/bYYaK JIa je 3a I0CTOjambe cajoep Hallajia HEeOIXOIHO ,HAlaCTh
[p>KaBy U HAHETH joj mTeTy y cajoep nmpoctopy. Mebynaponun komuret Lpse-
HOT KpcTa geduHuIle cajoep paroBamwe Ha cnegehy HaumMH: cajoep paToBaibe
jecy cpeicTBa M MEeTOJle paToBama Koja ce cacToje of cajoep omeparnuja Koje
JIOCTYDKY CTeIIeH, VIV CY Y4MIbeHe Y KOHTEKCTY OpPY>KaHOT CyKoba y cMUCIy
MehyHapogHOr XyMaHUTapHOT npasa.’’ MoxxeMo fakie gepuHucaru cajoep
paToBe Kao cykobe y cajoep IIpoCTOPY KOjU MMajy YJIOTY OPY>KaHMX Hamaja y
peayHOM IPOCTOPY 1 KOju MOTY fia HaHeCy ofipeheHy ITeTy HalafHyToj CTpaHu
3a BpeMe Tpajama OPY>KaHUX CyKoba 11 Ha Koje ce MOXKe IpuMeHuTH MebyHa-
POZHO XyMaHUTapHO IpaBo. To 3Haum fa 61 cBaka cajbep olepainmuja ClipoBe-
JieHa TOKOM OPY>KaHOT cykoba MoIyia OuTH ce TpeTupaHa Kao cajbep par.?!

Ca BOjHOT acIeKTa cajoep HaIlajy Cy HOCTalIu MOhHa, HUCKOOYeTHa OIIuja
paToBama Koja MaTepujaiHo omrehyje apyre jeHOCTaBHUM K/IMKOM Ha TyrMe.
Cajbep Hamaj, CITy>KV Kao aCMETPUYHO OpY>Kje Koje omoryhasa nHdepuopHum
rpyIaMa 1 jp>kaBama Jia HAaHOCe LITeTy TeXHOJIOUIKY ¥ BOjHO CYIepHOPHNUM
HerpyjaTe/buMa. Y KOMOMHAI]U Ca FepUICKO-TePOPUCTNYKIM HauMHOM PaTo-
Bamba BepOBAaTHO he O6MTN OCHOBHU BUJ ,,aCUMETPUYHOT  CYIPOTCTaB/batba
MambVX ¥ CTTaOUjMX, BOjHIYKY jadyMa Y KTaCUIHOM CMUCTTY.*

3a ycTaHOB/baBalbe IpKMeHe MehyHapogHOT XyMaHUTapHOT IIpaBa Ha
cajbep Hamaje HEONXOAHO je Aa Oymy Impefy3eTn y BpeMe opy>KaHMX CyKoOa,
fla HaHecy ofipeheHy mTeTy fp>KaBy U fia je Moryhe ycTaHOBUTM OATOBOPHOCT
Ip>kaBe y cmucity MehyHapopHor npaBa. Takse olepainmje MOTy ce cacTojaTu
Off Halla/Jja Ha padyyHapCKy Mpexy (,,ollepaliyje 3a OMeTarbe, IOPUIIalbe, Terpa-
IVIpambe, WM yHUINTaBambe NHGOpMaIja Koje ce Halade y payyHapyMa U pady-
HAapCKVUM MpeXaMa, WM CaMMX padyHapa 1 MpeKa“) VIV eKCIUIoaTalja pavdy-
Hapcke Mpexe (,MoryhHocT gobujama npucTyna nHpopmanyjama Koje ce
Haslade Ha MH(OPMALMOHUM cucTeMMuMa 1 MOryhHoCT kopuinhema caMor cu-
creMa‘“) 6e3 yruijaja Ha PyHKIMOHATHOCT MIPUCTYIIAHOM cucTeMy.” OBe Kapak-
TepPUCTUKe XMOPUIHNX PAaTOBA IPETIIOCTAB/bajy fla Ce Halase y ,CMBOj 30HU
on mebhynapopHor mpasa* umajyhn y Busty ma Huje mako yTBpAUTH KO je Ipefy-
3e0 cajOep Hamaj U TEIIKO je mpummcary ogpehenn Hanan ogpeheHoj spxaBu.

19 J. Mnagenosuh, M. [Ipaxynuh, [I. Joanoswuh, op. cit., 15.

20 ICRC, What limits does the law of war impose on cyber attacks? https://www.icrc.org/
en/doc/resources/documents/faq/130628-cyber-warfare-q-and-a-eng.htm (mpucry-
mwneHo 18.3.2024. rogune).

21 R. Bokil, op. cit., 2.

22 3.Jedruh, et al., ,CaBpemenn KOHQIMKTI U BUXOBE TeHAeHIMje  BojHo geno 7/2018, 37.

23 M. Sassoli, International Humanitarian Law: Rules, Solutions to Problems Arising in
Warfare and Controversies (Principles of International Law series), Edward Elgar Pub,
2019, 533.

24 N. Mazaraki, Y. Goncharova, ,,Cyber dimension of hybrid wars: Escaping a ,,grey zone“
of international law to adress econimic damages®, Baltic Journal of Economic studies,
8/2022, 117.
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Ila 61 ce mpuxBaTmIo MehyHaponHO IpaBo y cajoep IPOCTOPY, MOpa ce 3HaTH
UJIEHTHTUTET /NI KOja Cy OATOBOPHA 32 YMIbehe Ha3aKOHUTE pafiibe — 6110
fia je Ap)KaBa y MUTamy, OMII0 [ja ce pajy o CybjeKTy IOfi HIOKPOBUTE/BCTBOM
Ip>KaBe, VIV Ce Paiy O IPUBATHOM JINILY, KOje CIIPOBOJM aKTUBHOCTH Y cajoep
IPOCTOPY BaH OKBMpa MelhyHapopHor npaBa.” K/pyuHa KapaKTepucTuKa caj-
Oep Hamaja je jefMHCTBeHA MoTeuKoha y OTKpUBamby BUXOBUX IIOKpeTaya
(v yanHMOL[a), IITO TPOM3NIA3N U3 MOryhHOCTH IporpamMmpama cajoep-6arosa
TaKo Jla He CaMO 3aMarJbyjy Tparose, Beh 1 Bofie o morpemHux n3sopa.” Ilito
nofipasyMeBa IoTelkohe, jep ce He MOXKe IPELM3HO YTBPAUTH KO CTOjU M3a
cajoep Hamajia — 3a pas/MKYy Off K/TACMYHMX OPY>KaHMX CYKoOa Ijie jefiHa Ap>KaBa
1IaJbe CBOje TPYIIe KaKo 01 ce CykoOMIe Ha paTHIITY ca CHaraMa ipyre fip>KaBe.
Hexkapa je moryhe u na nojegunar croju usa ogpehenor cajoep Hamaza — xakep,
KOjJ MO>XKe [Ia M3330B€ LITETy MICTOT MHTEH3MTeTa Kao M BOjHY OPYy>KaH! Hamaf
Ap>KaBe, Te Ce MOXKe jaBUTM 1 IPpOo6jIeM PUNIMCUBOCTY TaKBUX aKaTa ofpebe-
HOj Ap>KaBM - Jla JIM je TakBa 0co6a paauia 3a Ap>KaBy MM 110 COIICBEHOM
Haxobemwy 1 Ha KOj/ HauMH JOKa3aTy jefHO VIM IPYTO, LITO MOXKe Jajbe Ia
3aKOMIUINKYje yTpBhuBame oIroBOpHOCTY fIpXKaBe 3a cajoep Hamaze. OBo je
KapaKTepuCTHUKa cajoep paToBa Koja IpaBy OUTHY pas3iukKy usMehy KmacuaHmux
OpYy>XKaHMX cykoba 1 cajoep paTosa. Hekasa cajOep Hamaz Moxe a mpefy3Me
caMo jefHa ocoba Wy Tpyma 0co6a, Kao IITO CMO MTOMEHYIN, 0K KOJ KITacud-
HIX OpPY>XaHUX Cykob6a To Huje Moryhe.

KonauHo, criefu ipukas Hajuemhux nprumepa cajoep Hamaja, 1 TO Cy: IIINjy-
Haxka, puiuHr (phishing)?, 6oTHeT?, cajbéep Hamaay Ha eIEKTPUYHE Mpexe
rpajoBa ywim unTaBux peruja (electrical power grid), [JoC namanu (denial of
service)” , mpomaraHnyia, eKOHOMCKa fucpymnuyja...** OBy IpyMepy IOKa3yjy HaM
Za cajbep Hamagy MOTY Ja M3a30BY ITOCTIeuIIe IO p)KaBY y K0joj ce M3BOJe,
C/IMYHOT MHTEH3NUTEeTa Kao VM OPYXKaH!U CYKOOM, Kao 1 Ja je TeIKO yTBPAUTHU KO
je YYMHIIAL, M Y HapeJHOM fiey npukasaheMo HeKy Ipakcy cajoep Hamazia, Kao
Yl MHCTPYMEHTE KOjuMa ce O/IVbKe pery/miie oBa MaTepuja.

25 J. Topgunuh, ,,Cajbep Hamanu ca acnekta MehyHapogHor u yHyTpammer npasa®, ba-
winiuna, 57/2022, 278.

26 M. Szylkowska, ,, Attributes of cyber conflict in the context of armed conflict - an
outline of the problem’, Defence science review, 11/2021, 139.

27  @umuHr IpescTaB/ba NOKYIIaj Kpahe ogaTaka KOPUCHNKA IHTEPHETa ITyTeM ¢ar-
cudukopane Be6 crpanuiie. O6MYHO Ce TaKBa JTa)KHA CTPAHNUIIA HY[M ITyTeM HOCeOHO
IpuUIpeM/beHe e-opyke 1 hackama

28 DBorHer je HeKomMKo ypebaja noBesanux Ha VIHTepHeT, off Kojux cBaku nokpehe jenan
v Buite 60ToBa. BoTHeTH ce MOry KOpucTUTHU 32 06aB/batbe UCTPUOYUPAHOT Ha-
maga yckpahusameM cepBuca, Kpaby nogaraka, crarme HeXXe/beHe IOIITe, 1 oMoryhasa
Hamagady npuctyn ypebhajy u merosoj Besu.

29 JoC Hamap je OICTPYKIMja IIPUCTYITY BaXKHUX Be6 CTpaHMIlA Koje KopucTe rpabanu,
BOjCKa, HAYYHULIY U APYTH, TAKO Aa onTepelyje cTpaHULy BeTUKUM OpojeM 3axTeBa
KOjY Cy JTa’KHO CTBOPEHM KaKO KOPVMCHUIIM He 611 MOITIM Jia je KOPUCTe.

30 Cyber ratovanje - potpuno novi oblik ratovanja, https://duplico.io/cyber-ratovanje-
potpuno-novi-oblik-ratovanja/, npucrynmeno 30.03.2024. rogune.
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4. PETY/IMICAIHE CAJBEP
HATIATIA U TbBIXOBA MATEPMJATU3ATIVIJA
V IIPAKCU

[TpeTXOZHOM aHA/IM30M YCTAHOBW/IM CMO Jia je cTaB MelyHapozHe 3ajenHuLe
fia ce mpaBu/Ia Mel)yHapogHOT XyMaHMTapHOT IIpaBa IPUMEmbYjy Ha CBe BUJOBe
cyko0a, I1a 1 Ha HOBe BUJIOBE Ko IITO Cy To cajoep cykobu. lllTaBuiue, uran 36.
HomnyHckor mpotokona I y3 JKeneBcke koHBeHIIje 13 1949. roguHe 3axTeBa of,
CTpaHa Ja, ,,y Ipoy4aBamwy, pasBojy, HabaBIy WM yCBajamby HOBOT OPYKja,
CPeCTBa WM METO/a paToBama Tpeba yTBPAUTY fIa 1 OM Hberosa IpUMeHa, ¥
HEKVM MU CBUM OKO/THOCTMMA, 61ta 3abparbero oBuM [IpoTokonom mmu 6mmo
KOjyIM IPYTUM IIpaBMIoM MehyHaponHor (XymaHuTapHOr) mpasa.’ Yak u gpxase
Koje Hucy yranuie IIpoTokona mpenosHajy morpe6y fa ce o6esbenn ma opyxje,
yKpydyjyhn cajoep opyxje, ncrymana 3axtese nocrojehux Hopmu mehynapop-
HOT XyMaHMTapHor npasa.*? Hema pasjiora jja ce cajoep opy>kje He ofiBefie IO
»HOBO Opy>XXje“ I Jia ce IeroBa IpMMeHa OrpaHn4y Hopmama nocrojeher meby-
HapOJHOT IIpaBa.

[Topen mpasua onmter MehyHapogHor 1 MehyHapogHOT XyMaHUTapHOT
npasa TaTuHCKN IPUPYYHUK je Haj3sHAYajHUjU JOKYMEHT Koju ce 6aBu perymm-
cameM cajoep paToBama, MehyTnMm, TanmHCKM IpUpPyYHMK HeMa TpaBHOOOa-
Be3yjyhy cHary cam 1o cebu jep Huje foHeT y dopMmu MehyHapopgHor yroBopa
- KoHBeHIje. Mebytum, nmajyhu y Buny na ce ogpehena npasua koja capxu
opHoce Ha Beh mocTojeha mpasuma MehynapogHor o6u4ajHor IIpaBa, MoXe ce
pehn u ga mocroje gemoBu Koju ¢y mpaBHOOo6aBesyjyhu — jep ce y cMuciy 4rana
38 CraryTa MehyHnapopnHor cyza npase o614aj cMaTpa u3Bopom npasa.* Ocum
npupy4dHNKa, 2001. romuHe je foHeTa 1 KOHBeHIIMja 0 BUCOKOTEXHOIONIKOM
KpUMMHaNy, Koja yTBphyje 3ajeqHmuke nonutuke y 60pou mpoTus KpyMuHama
paju 3allTUTE OPYLITBA Off BICOKOTEXHOIOUIKOT KPYMMHAIA, YCBajambeM Ofro-
Bapajyher 3akoHopaBcTBa 1 yHanpehnusamem Mehynaponne capapmwe.* KonBeH-
yja npensuba fia ipxkaBe Koje Cy je patudukosae Tpeba a y CBoja 3aKOHO/IABCTBA
yBeny onpeheHa KpuBIYHa fiefa - Kao IITO Cy TO fie/ia IIPOTUB MOBEP/bUBOCTH,
L[e/IOBUTOCTY M IOCTYIIHOCTY padyyHapCKMUX IOAaTaka,” fena y Be3u ca
padyHapuma,*® Kao 1 06/1MKe OATOBOPHOCTY U cakiyje.”” MoxeMo IpUMeTUTH

31 3axoH o parudukanmju JomyHckor npoTokona y3 YKeHeBcke KoHBeHIuje off 12. aBTy-
cra 1949. roguHe 0 3amTUTH XpTaBa MehyHapoZHUX OpyXaHUX CyK06a, ,Ci1. muct
COPJ - Mehynapogru yiosopu, 6p. 16/78), wian 36.

32 M. Schmitt, ,Wired warfare 3.0: Protecting the civilian population during cyber ope-
rations®, International rewiev of the Red Cross, 910/2019, 3.

33 Craryr Mehynaponsor cyna npaspe, 4ias 38.

34 3akoH o norsphuBamwy KoHBeHIIMje 0 BMCOKOTEXHONIOWKOM KpuMuHany, CryxobeHu
inacnux Peiiy6nuxe Cpbuje, 6p 19.

35  Ibid. ogempax 1.

36 Ibid. ogempax 2.

37  Ibid. ogepax 5.
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7ia je TOMHA JOHOIIERa oBe KoHBeHIuje yIipaBo rofyHa Kajia ce JOroAyo Hama
Ha CBeTcku TproBuHcku nienTap y CAJl, Te ce mouerak 21. Beka Moxe CTTOOOTHO
y3€TI Kao YCTIOBHO P€4eHO NPEKPETHNIIA y IT0jaBM HOBUX BIUJ0BA PaTOBamba
Kao IITO je TepopM3aM U IOpef Tora U cajoep Halaau, X BUXOBOM IIOPACTY.
Honera cy u gBa IIpoTtokona Ha oBy KouBeHuMjy 1 To [logaTHM IPOTOKON y3
KoHBeHII1jy O BICOKOTEXHO/IOUIKOM KPMMIHAITY KOji ce OBHOCK Ha MHKPUMM-
HaLlUjy iefla pacUCTUYKe M KCeHO(OOMYHe IpUpofie M3BPIICHNX IIPEKO pady-
HAapCKUX crcTeMa’ koMe camo nMe Kasyje cagpxuny. [lopen Ipsor, foner je
u [Ipyru fofaTHM IPOTOKON Y3 KOHBEHIIM)Y O BMCOKOTEXHOMOUIKOM KPYMUHAITY
0 II0jauyaHoOj capa/iiby ¥ OTKPUBAKY eTeKTPOHCKUX I0oKa3a®, 3a koju je Pemy-
6mka Cp6uja 6ua pBa ipy)kaBa Koja je Ipefiasia UHCTPYMEHT O paTU(UKaLujiu.
HIpyru ITpoTokon ce 6aBu nojauaHoM 1 epUKacHOM capajmboM nsmeby np>xasa
, Kao 1 capaJilOM y BaHPEIHNM CUTYaIlMjaMa 1 HETIOCPEHOM capafiboM n3mehy
HaJIOKHUX OpTaHa U Ipy)Kaala ycayra 1 Ipyrux cybjexara Koju Imocenyjy
VIV KOHTPO/INIIY pefleBaHTHe MHpopManyje.*” OcTaje HaM fa y HapeJHOM
nepuopny 6yaemo ceenoiy ga m he ce Kousenuuje u IIpoTokony npuMemnBaTu
U Ha KOjJ HayMH.

Ca mpyre cTpaHe, TaTMHCKY IPUPYYHUK ce 6aBM VICHUTHBAIbEM Ja JIU Ce
noctojehe HopMe MoOry npyMeHNTH Ha cajbep paroBamwe. HakoH yBopa cenn
I7aBHU cafpikaj [IpupydHMKa, Koju ce e Ha IBa fiefa, ¥ TO feo 1 Koju pa-
3MaTpa nuTama MehyHapogHor IpaBa cajoep CUTYPHOCTM 1 Jieo 2 KOju pa3Marpa
nMTama Ipasa cajoep cykoba, Kao opy>kaHMX cykoba. Tu ienoBu cy mozierbeHn
Ha IIOIVIaB/ba U OfjeJ/bKe, CBAKY Ofie/baK CaJpKU IIPaBIJIa, YUjU YKYIIaH Opoj
usHocn 95.*' TanuHckn npupy4yHmK, MehyTum, He fjaje Ipenopyke o ToMe Kako
Ou 3aKOH TpebasIo MOjaCHUTY MU ia/be Pa3BujaTuL.*

3a fa/py pa3Boj U Mojallmberbe Tpebano 61 ce OCBPHYTHU 1 Ha JOCAJALILY
npakcy cajoep Hamaja, ga 6y ce yTBpAwIe c1abocTyt 1 MOTyhHOCTY 3a TpoMeHe,
Kao 1 eBEHTYaJIHe IIpaBHe ITpasHIHE KOje 3aXTeBajy perymicame. [Ipsu HajmosHa-
THj¥ CITy4aj cajbep Hamaza je Tako3BaHy CrakcHeT 1pB. CTaKCHET je KOMIIjyTep-
CKM 1IPB, OJHOCHO Bupyc ca Moryhuomurhy fa ce konupa u 6p3o mytyje usmeby
padyHapa. HanpassbeH je fja TMX0 IpeysMe MHAYCTPUjCKe CUCTeMe KOHTPOJIE U
pasbuje kpxke, sactapere VIP-1 nentpudyre koje ce okpehy y Haransy, upanckom
HIoCTpojery 3a oborahuBame ypaHujyMa, Koju je IIo4eo fia ce pyLy HeyobudajeHo

38 3akoH o morsphuBamy fopmarHor IIpoTokona y3 KoHBeHINMjy 0 BUCOKOTEXHOIONIKOM
KPMMMHATY KOj/ Ce OHOCK Ha MHKPUMMHALIM}Y flela pacUCTUIKe 1 KceHOpoOudHe
IIpYpOfie U3BPILIEHNX IIPEKO padyyHapCKux cucteMa, Cnysbenu inachux Peity6nuxe Cp-
6uje, 6p. 19.

39 3akoH o notBphuBamy Jpyror gopatHor IpoTokona y3 KoHBeHIjy 0 BUCOKOTEXHO-
JIOLIKOM KPMMUHAJTY O I10ja4aHOj Capajiibil M OTKPUBAIbY eeKTPOHCKUX JjoKasa, Cry-
wbenu inacnuk Peitybnuxe Cpbuje, 7/2022-18.

40 Ibid. npeambyra.

41 R. Prpi¢, ,Osvrt na Tallinnski priru¢nik o medunarodnom pravu primjenjivom na ki-
berneticko ratovanje, Zagrebacka pravna revija, 1/2017, 44-45.

42 M. Sassoli, op. cit., 534.
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BICOKMM cTonama.* CTakcHeT Huje 610 OrpaHIdeH Ha CaMOCTaTHO YMHOXKABambe,
Beh je MMao 1 Haopy>KaHM TepeT KOju je MOTrao Aa Aaje Hapehemwa Apyrum mpo-
rpaMyMa U TIPeJICTaB/ba ,IPBY MO3HATY YIIOTPeby MalUIO3HOT COPTBEpa HAIpa-
BJ/BEHOT JIa ¥3a30Be MaTepyja/IHy MITeTy Hamagajyhy HalMoHaIHO KPUTUYHY
unppactpykrypy.* CAJl u V3paen cy cripoBenu 0By oliepaliyjy 13 pasjiora IITo
je VlpaH y TuM nieprofly pasBijao HyK/IeapHO Opy>Xje, Te Cy CMaTpau Jja UMajy
OCHOBA 3a OBaKBVIM BUJIOM Hallafia, y ckiapy ca IloserboM Yjenumennx Hanmja
¥ TIPaBOM Ha caMooiOpany. A, Kazia je CTakcHeT IIOKpeHyT, VpaH je jomr yBek
6uo y pBoj asu pasBoja opyxja. OBo nokasyje ga cy CAJl u Vspaen Hanpasum
IpeBEeHTVBHM (a CAaMUM TUM U He3aKOHWTM) Hamaf Ha VpaH, mpe Hero mro je
Vpan 1Mao 10BO/bHO IIaHCe fla YOIILITe IpUITpeMu HerocpefaH Hamaz.* Ilto
ca IpyTe cTpaHe MOKe TIofipasyMeBaTu arpecujy ofi ctpane CAJl-a u VMspaena,
YKOJIMKO OU ce cajoep Hamaj TpeTHpao Kao BUJ UCIIO/baBama arpecuje. [lakie,
IpOoOIEeMaTHYHOCT OBOT HaIla/ia je TO IITO Hifje M3BeJeH Kao HaIlaj| y BpeMe opy-
YKaHOT CyKo0a, HUTH je 6110 1eo opy»XaHOT cyKoba y cMucty MehyHapopgHor Xyma-
HUTApPHOT IIPaBa, 11a Ce Ha 0Baj C/Ty4aj HICY MOIJIa IPMMEHNTY IpaBua Mehy-
HapofiHOT XyMaHuTapHor npasa. OBaj caydaj 6o je Bij| 3a4eTKa cajoep paToBama
- JI0Ka3aHo je fa 6e3 mjegHe )XpTBe Ha OOJHOM II0/bY p>KaBe MOTY Jja HaHeCy
BeJIIIKe MaTepyja/IHe HITeTe JPYTUM p>KaBaMa, IaKo HeKI ayTOpy CMaTpajy fa
OBaj HaIlaj| HeMa ,,paTHI KapakTep.*® Ami, 0Baj CIy4aj Hitje OLIA0 10 OM/IO KaKBe
CYJCKe MHCTaHIle, Te He MOYKeMO aHa/IM3VpaTy IIPYMeHy IIpaBuIa Ha cajoep
cykobe, Beh camo, ycloBHO pedeHo, cTaB MehyHapopHO 3ajeHMIe O OBOM ITUTAamY
U ipXKarbe 0 ofipeheHNX IpMHIVIIA IPYIMKOM HaIafia.

[Topen CrakcHeTa, HajIIO3HATH)jY CTy4ajeBy cajOep Hamaja Cy cajoep Hamaau
Koje je Pycka ®epepanyja cripoBopmia Hajy YKpajiHOM. Y TIOUETKY Cy TO 6u/Ie MHTep-
HeT IpeBape — (pUILNHI, KojuMa Cy pycke o6aBellTajHe cry»x6e IpUKyIUbasie NHPOp-
Malyje ¥ MMaJie Cy yTuiaje Ha IurnTanty nadpacTpykrypy. OBo ce IpOMEHMIIO ¥
ferieMOpy 2015. ropiHe, Kajia je IpBYM YT jaBHO 00jaB/beHO a Cy cajoep HaIajy Ha
€HEepreTCKI CeKTOp Y3pOKOBaIM HeCcTaHaK cTpyje. Takobe, cajoep Hamagy Koju cy
HaHe/ 1ITeTe YKpajuHy cripoBefieHn ¢y u'y 2016. rogyiay u o norabhajyhu ykpajun-
CKy BaKHY MHPPACTPYKTypy (€HepreTCKM CeKTOP — KMjeBCKY eeKTPaHYy, KUjeBCKI
aepoppoM, Kao 11 (PMHAHCYCKY CEKTOP YK/byuyjyhu Tpe3op u neHsujcke poxpose).”

43 A. Van Dine, , After Stuxnet: Acknowledging the Cyber Threat to Nuclear Facilities®,
Project on Nuclear Issues: A Collection of Papers from the 2016 Nuclear Scholars Initiative
and PONI Conference Series, (Eds. M. Cancian), Center for Strategic and International
Studies (CSIS), Lanham, 2017, 102.

44 M. Roscini, Cyber Operations and the Use of Force in International Law, Oxford Uni-
versity Press, Oxford, 2014, 6.

45 'W. Rubin, “Waging Wars in Cyberspace: How International Law On Aggression And
Self-Defense Falls Short Of Addressing Cyber Warfare. Could Iran Legally Retaliate For
The Stuxnet Attack?”, Honor papers, 1/2016, 41.

46 J.Jansons, ,Was Stuxnet an act of war?“, Security Forum, 1/2017, 116.

47  P. Pernik, et al. “The Early Days of Cyberattacks: The Cases of Estonia, Georgia and
Ukraine.” (Eds Nicu Popescu and Stanislav Secrieru), Hacks, leaks and disruptions:
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Y Besn ca cajoep HamaguM Pycuje Ha Ykpajuny Ty>xunar MebhyHapogHor KpyrBud-
Hor cyna Kapnum KaH je ykasao Ha moryhHocT cajbep Hamaja fja mpecTaBbajy
paTHe 3/1049MHe, 3/I04YMHE IPOTUB YOBEYHOCTH, T€HOLM/J, ¥ 3JI0YMH arpecuje.
Ypkoc ToMe IITO ce cajoep 3/109MHM He TIOMUIbY HOCeOHO Y PUMCKOM cTaTyTy,
»TaKBO IIOHAIIakbe IOTEeHIIMjaTHO MOYKe VICITYHUTH e/leMeHTe MHOTUX K/byYHUX
MebyHaponHux 3710unHa Kako cy Beh fedunucann*® Ope HanIa3uMo Ha 3aHNU-
M/BMBO TyMademe cajoep Hamajia — y cMucIy MehyHapogHIX KpUBIYHMX JIeIa.
Ykomnuko 6u ce y 6ymyhHocTn cajoep Hamagy KkBamiduKoBamm Kao penymo 6uhe
MebyHapogHOT KpMBUYHOT [ieTa — TI0je[{MHIIM KOj! CTOje 13 OBMX Hamajia 6u
MOIVIU Jia OfiroBapajy npen MehyHaponHuM KpuBUYHUM cyfoM. VI3 oBe usjase
TY>KMOLIA MO>KEMO Jja YBUAMMO Jia Cy cajoep HaIafiy perno3Hati y MehyHaponHoj
3ajeHNUIM Kao ONACHOCT U Jja IIOCTOjU MOTpeba 3a HUXOBMM JIeTa/bHIjUM Pery-
mucameM. [Toper Tora, umajyhu y Buay fia ce mpoliie rofiuHe 1ecuo 3a0pumba-
Bajyhu caj6ep Hamaj Ha cucteme MelyHapogHOT KpMBIYHOT Cyfia, IITO je yIaz y
jemHy Off HajsHa4YajHMjUX MehyHapOIHMX MHCTUTYIH]ja, KOja PyKYje OCeT/bUBUM
uHpopmalujama y Besu 3a MehyHapogHUM KpUBMYHUM AenMa® jacHa je 3abpu-
HyTOCT MehyHapozHe 3ajeqHuIe Kafa Cy y IUTamy cajoep Hamaju u cajoep parto-
Bambe, Te CMaTPaMO /1A je HEOIIXO/HO Jia iobe 1o ofppeheHyx IpoMeHa y peryaTysiL.

5. 3AK/bYYHA PASMATPAIbA

Kao 1mTo je HaBeIeHO, TEXHOIOLIKM Pa3Boj je ca COO0M TOHEeO MPefHOCTH,
am u oppeheHe MaHe. JeHa O TMX MaHa jecTe YIIpaBo yrnorpeda TeXHONOIuje
y CBpXe HaHOIlIeHa LITeTe Ap>kaBama. Cajoep paToBame Kao HOBM BUJ, CyKoOa
je TOXXUBETIO CBOj PasBoj MOC/IEAbIX AelleHNja I IIOAe/INI0 MULbeha MehyHa-
POIHUX IIPaBHMKA Y CMUCITY fia /i1 je MehyHapomHO (XyMaHUTapHO) IPaBHO
IPUMEH/BJBO Ha OBe CyKobe. V3 ropeHaBefieHOT 3aK/bydyjeMo Jia ce Ha cajoep
Harajie Ipefy3eTe y MOMEHTIIMA OPY>KaHNX CyKoba nsMeby fBe fpxase Mory
HIpyMebNBaTH IpaBuIa MehyHaponHor npasa, a cBe To TymMadehu npasuia
JKeneBckux KoHBeHIMja, kao 1 CaBeTofjaBHOr MuIberba MebhynaponHor cyza
npasfe y cny4ajy Hykneapror opyskja. Cajbep Hamajgu u cajoep paToBarbe I10-
CMaTpajy ce Kao HOBY BUJL MCTIO/baBamba (Heopy>KaHe) Cuile I MOTY Ce IOCTaBUTH
»paMe y3 paMe” ca KJIACUYHUM OPY>KaHMM CyKoOMMa.

[Torpe6Ho je ma MehyHaponHa 3ajemHuUIIa YTBPAY KOja IpaBIUIa Cy HOK00HA
Jla ce IIpYIMEHe Ha cajOep paToBame ¥ fIa UX IIOTOM y TUM C/Ty4ajeBuMa U Ipu-
MemYje Kao 1 Ha KlIacu4He opyxkaHe cykobe. Ca Ipyre cTpaHe, CMaTpamo fia je

Russian Cyber strategies, European Union Institute for Security Studies (EUISS), 2018.
http://www.jstor.org/stable/resrep21140.9, 61.

48 Cyberattacks as war crimes, https://www.ibanet.org/Cyberattacks-as-war-crimes mpu-

CTymbeHo 9.4.2024. ropuHe.
49 War crimes tr1bunal ICC says it has been hacked ttps [/www.reuters.com/world/
b :

HO 9.4.2024. roguHe.
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HEOIIXOJHO YTBPANUTH [ /I TIOCTOje ojaBe y cajoep paroBamy Ha Koje MehyHa-
POZIHO XYMaHNUTAPHO IIPaBO HMje IPUMEH/BVMBO 1 Y CKIa[y Ca TUM OTIIOYETH
aHa/IM3y Ha KOjJ Ha4MH je Moryhe perymcaru Te npasHuHe. Takobe, morpe6Ho je
HOCTaBUTHM IIUTakba IITA YKOIMKO IpyKaBa Ipefy3Me cajoep Hamaj IpeMa Jp>KaBu
ca KOjoM HMje Y Opy>KaHOM CykoOy. [la /i ce TakaB aKT MOXKe OKapaKTepucaTu
Kao aKT arpecuje 1 OTIOYMbama HOBOT cykoba? [Ipema medmHunnujn koja je gara
y Pesomyuuju 6poj 3314 Tenepanne ckymmrune YH, arpecnjom ce cMaTpa ,,ymo-
Tpeba opy>kaHe CuIe jefiHe ip>KaBe IPOTHUB CyBEePEHNUTETa, TEPUTOPHUjaTHE Lie/VHe
VIV TIOIMTIYKE HEe3aBMCHOCTY IPyTe Ap>KaBe, OHOCHO Ha OM/IO KOju Apyru
Ha4MH Koju Huje y carmacHocty ca ITosessom YH, kako To mpouctude us ose
nedunnnuje“® Crora He MOXKeMoO cajbep Hamaje IOABECTH HOJ AKT arpecije — 1o
nedunnmjy, MehyTum Tpeda ysetu y 063up Aa je HoMeHyTa pe3oyLyja JoHeTa
npe 50 rogyHa 1 fa MpaBo Tpeba fla IpaTy pa3Boj TEXHOJIOTYje U APYLITBA Ko
1 MoryhHOCTH Za ce I0jaBe HOBa OPY>Kja 11 BUIOBY PaTOBamba KaKBo je YIIpaBo
cajoep paroBamwe. CaMuM TiM, 360r LITETE KOjy cajoep cykobu MOry fja HaHeCy
IipXKaBaMa, MOXKeMO Jja 3aK/by41MOo fa 6u y 6yayhHocTn Moryo ma fobe o mpo-
MeHa y HaulHy caIvlefjlaBamba aKaTa arpecije 1 OTIOuNbamba Cykoba usmely nejy
Wy Bue gp>xaBa. CaMyM TUM U yBecTy MOTYhHOCT ofroBapama npen Meby-
HAapOJHMM KPUBUYHMM CYHOM 0coba Koje M3BpIIIe MIN Hapefie cajoep Hamaze.
ITopep Tora, HOTPeOHO je yTBPAUTU MeXaHU3Me VeHTU(UKaLVje YIMHIIALA
cajoep Hamazia ¥ caMyM TUM 06e36eITH JIAKIIy ITpUMeHy MehyHaponHor npaBa
My CMUCITY TIPaBIIa O MIPUIMCUBOCTH, Y CMUCITY IIPUIMCUBOCTY aKaTa Jp>KaBu,
am 1 yTBphuBame nojenuHauHe KpuBKM4He ofroBopHocti. Kaga 6u ce o6esbe-
[iV/Ia IpYMeHa MIPaBIJIa, IV M CAaKL[MOHNCabe YINbeHNX Jiefa, Te OU ce 1 Ha
HeK! Ha4MH YTULAJIO Ha TIpefly3MMalbe cajoep Hamaja.

CraB MebhyHapopgHe 3ajeHuIIe je jacaH 1 BUY Ce Jla TOCTOjU MOTpeba 3a
KOHTMHYMPaHVM paZioM Ha pelaBamy npobreMa cajoep Hamazga. MoskeMo mmpu-
METUTH Jia je U Ha II0Jby YHYTpAIllibeT IIpaBa OIIIO 4O HOBMHA — Kao IITO je TO
y Cpbuju Ha mpumep - y Bumiem jaBHOM Ty>kmnamrsy y beorpany o6pasosano
je moce6HO ozerberve 3a 60pOy IPOTUB BUCOKOTEXHOIOWIKOT KPYMIHAIA Tj.
[Toce6HO TYXMMAITBO, KOju Ipecybyje y cTBapuma Koje ce T4y KpYBUIHMX
fiena IpoTuB 6e36eHOCTY padyHapCKMX NofaTaka ofpehena Kpusuunnm saxo-
HMKOM, KPUMBIYHMX Jie/Ia IPOTVB MHTE/IEKTya/IHe CBOj/He, IMOBUHE, IpUBpefe
¥ IpaBHOT caobpahaja, KoJ Kojux ce Kao 00jeKat MM CPeiCTBO U3BPILIeHha Kpy-
BUYHIIX JIe/Ia jaB/bajy padyHapy, padyHapCKU CUCTEMM, padyHapCKe Mpexe 1
padyHapCKy MOAAL, KpUBUYHA JIeIa IPOTUB C1000/a 1 ITpaBa YoBeKa 1 rpaba-
HIHA, [I0/IHe CJI000fIe, jaBHOT pefia M MUpa 1 YCTaBHOT ypebemwa 1 6e36enHocTI
Penry6nmke Cpb6uje, Koja ce 300r HauMHa M3BpLIEHA WM YIIOTPeO/beHNX Cpefi-
CTaBa MOTY CMaTpaTyl KpMBUYHUM Je/I1IMa BYCOKOTEXHOIOIIKOT KpUMMHAIIA, Y
CKJIafly ca 4IaHoM 2. cTaB 1. oor 3akoHa.”' Camum Tnm, yBuba ce fa je mpo6mem

50 M. Cumosnuh, [I. Cumosuh, ,Arpecuja y MehyHapogHOM KpMBMYHOM IpaBy", Jogu-
wiwak gaxynivieitia IIpasuux u gpywiisenux nayxa, 3/2013, 173.

51 TIlopran npaBocyba Cp6uje, https://portal.sud.rs/cr/javna-tuzilastva/javna-tuzilastva-
posebne-nadleznosti; mpucTynpero 9.4.2024. roguHe.
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cajbep Hamaza u cajbep paToBama IPENO3HAT U Ja Cy pefyseTu ofpehenn
KOpaIlM y peryIucamy OBOI HOBOT IIpo6sieMa, /I IIOCTOjH jOII IIyHO IIPOCTopa
3a pasBlUjarbe OBE peTylaTHBe.
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Andelija Stevanovic*

CYBER WARFARE - NEW TYPES OF
CONFLICT IN INTERNATIONAL LAW*

Summary

Although war as such is prohibited by the Charter of the United
Nations, we are witnessing that armed conflicts still occur. The develop-
ment of technology leads to the appearance of new types of conflict, which
could not even be imagined until a few decades ago. The paper presents
cyberwarfare as a new way of manifesting aggression in international law,
as well as the possibility of applying the existing rules of international
humanitarian law to these new types of conflict between states. Is it time
to change the existing or adopt new rules? The impact of cyber wars on
international relations and on international humanitarian law itself is
analyzed. It compares cyberwarfare with classic armed conflicts and
discusses ways to prevent such attacks in the future. Then, at the end, an
analysis is made of the Convention on High-tech Crime, which was
adopted under the auspices of the Council of Europe in 2001, as well as
its Protocols, in order to conclude whether international law is on the
right track towards regulation, and therefore hopefully , preventing these
conflicts.

Keywords: cyber wars, armed conflicts, Convention on high-
tech crime, international humanitarian law, Tallin Manual.
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